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 MOST High Protocol (MHP) a 
connection oriented protocol

ÅUses similar mechanisms as TCP

ÅUnidirectional transmission of data 
packets

o Using asynchronous or control 
channel

o Includes connection establishment,  
data transmission and connection 
termination

ÅLocated between Network Services
and the application layer

ÅUse Cases:

o Navigation Data

o Flash binaries

o Χ

MOST High Protocol
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 Protocol verification and performance 
evaluation is a time consuming task

Åstate-of-the-art approaches use real 
hardware

o High effort for test or evaluation 
configuration

o Debugging on real hardware is time 
consuming

 Protocol verification and performance 
evaluation in a virtual environment

ÅAutomatic device configuration and 
interconnection

ÅCoverage improvement due to 
automatic test or evaluation case 
execution 

ÅAdditional effort for environment 
development

MOST Protocol Verification and 

Performance Evaluation

Source: SMSC

Source: SMSC
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 SystemC a system level description 
language based on C++

ÅModeling and simulation of HW/SW 
systems

ÅProvides accurate simulation of 
timing and functional behaviour

 Transaction Level Modeling (TLM)  
2.0 for device interconnection

ÅHigh-level approach for abstract 
modelling of communication among 
modules

ÅSeparates details of communication 
from details of the functional units

SystemC and Transaction Level 

Modeling for the Virtual Environment
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 MHP Virtual Environment for Simulation

 MHP Protocol Verification

 MHP Performance Evaluation

 Conclusion

Overview
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Virtual Network Development

Step 1 Step 3Step 2 Step 5Step 4

MHP Source 
Encapsulation

Virtual Device 
Modeling

Virtual Device 
Inter-

connection

Network 
Configuration

Network 
Tracing

Simulation 
Model

Design Under Test

Test Bench
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 MHP protocol stack is written in C

ÅEncapsulation in a C++ class to allow 
multiple instantiation of the protocol stack

ÅMinimum modifications of the provided 
source code

o Allows encapsulation of new protocol 
versions without much effort

 MHP class is the central element in each 
virtual device

ÅProtocol stack must be supported with 
additional functionality and information

ÅInterconnection within a device is done via 
several interfaces

o Aplication, callback, status and transmit

MHP Source Code Encapsulation

MHP Class
(Including MHP 
Protocol Stack)

Callback Interface

Application Interface

Status Interface

Transmit Interface
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MHP Virtual Device Modeling

 Device class represents a virtual MHP device

ÅDevice class includes additional classes to 
provide functionality to the MHP class

o Status class provides the system state to the 
MHP class

o Timer class provides the timer base

 API and MHP class can register timers

o Transmit and NetInterface class represent the 
connection between EHC and INIC

 MediaLB bus can be modeled as possible 
bottleneck

 NetInterface includes functionality of the INIC

o Callback class provides callback functions

o API class integrates the application

ÅFor interconnection with other devices the 
Device class includes a TLM-2.0 port

N
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MHP Virtual Device Interconnection

Device 
A

Device 
B

Device 
D

Device 
C

 Devices are interconnected using TLM-2.0 
techniques

ÅMany to many binding instead of ring topology 
implemented

o Simulation acceleration

ÅData structure provided by MHP
class is transmitted via the ports

o Transmission of whole MHP 
messages instead of bit per bit 
transmission

ÅTransmission time of messages 
is set to zero

Many to Many 
Binding
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 Network configuration includes simulation and device configuration

ÅDone by loading XML or Python file

 Devices can be built from different elements with different functionality
o Allows testing of different MHP protocol versions together in one simulation

 Simulation configuration:

ÅSimulation time

ÅNumber of devices

o Up to 64 devices

 Device configuration:

ÅElements for each device

o MHP class

 Packet size

 Χ

o API and Callback

MHP Virtual Network Configuration

Class Library

MHP V2.5

MHP V3.0
Callb V1

Callb V2

API V1
API V2
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 Trace data is stored by a central trace class

ÅAllows storing of data in different formats

ÅTracing can be configured 

o Reduce data

o Accelerate simulation

 Tracing allows storing of different kinds of 
data together with timestamps

ÅStatus data within classes

o Changes are stored

ÅTransmitted frames

ÅMHP debugging output

ÅInterface function calls

MHP Virtual Network Tracing
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 MHP Virtual Environment for Simulation

 MHP Protocol Verification

 MHP Performance Evaluation

 Conclusion

Overview
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 For protocol verification an additional Host can be integrated

ÅHost stimulates the network by sending MHP messages or by stimulating 
the API of a device

o Allows protocol verification 
without an application

ÅHost is responsible for checking 
the verification results

o Sequence constraints

o Timing constraints

o In case of an error the 
simulation is stopped

ÅTest case specification 
is done by Python files

Host Based Verification Approach

ΧAPIMHPHost

Device A

Sequence Constraint

Timing 
Constraint
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 Python is a general purpose high-level programming language

ÅPython interpreter is included to simulation model

ÅInterfaces are generated using SWIG (software interface generator)

 Test specification allows network configuration and sequence 
description

ÅSequence description defines actions and checking requirements

Test Case Specification Using Python 

Python Sequence Description
Χ
send (Request_Connection (Con1))
r = receive ()
if (r != Start_Connection (Con1))

ŜǊǊƻǊ όΧύ

s = send (Ready_for_Data (Con1))
r = receive ()
if (s.time + 20 > r.time)

ŜǊǊƻǊ όΧύ
Χ

Checking Sequence 
Constraint

Checking Timing 
Constraint

Sequence Diagram

AHost

Request 
Connection

Start 
Connection

Ready for 
Data

20 ms
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 MHP Virtual Environment for Simulation

 MHP Protocol Verification

 MHP Performance Evaluation

 Conclusion

Overview
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 Performance evaluation by Monte Carlo simulation approach

ÅMultiple evaluation cases are generated from predefined scenarios

o Random based Automatic Test Pattern Generation (ATPG) 

ÅSimulation model executes configuration files automatically

ÅStatistics are generated from trace files for each scenario

o Including  bandwidth, packet loss, retries and other parameters

o Worst cases are marked for further analysis

Performance Evaluation Approach

Simulation Model

MOST

Scenarios

1. Χ
2. Χ ATPG

Configuration

Devices:
4

Χ

Statistics
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 For performance evaluation an 
application based approach is used

ÅBus traffic is generated by applications

o Application can consist of multiple 
different traffic generators

ÅConfiguration of applications and traffic 
generators using device configuration

 Applied traffic generators:

ÅOnce

o Sending one packet at a defined time

ÅContinuous

o Sending packets periodically

ÅUser

o Sending packets at random time

Application Based Performance 

Evaluation and Traffic Generation

DCBA
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 MHP Virtual Environment for Simulation

 MHP Protocol Verification

 MHP Performance Evaluation

 Conclusion

Overview
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 Simulation model including the protocol 
stack is used for:

ÅMHP verification (supplier view)

o MHP Version V3.0 was initially tested with the 
block interleaving case

o Class library consists of different MHP 
versions 

o SMSC uses simulation for verification

ÅApplication verification and network 
evaluation (OEM view)

o Evaluation of new features or performance

 Automatic analysis of many different cases

o With 2 devices simulation is up to ten times 
faster than real hardware including network 
configuration

Application of the Virtual Environment

Source: SMSC

Source: SMSC
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 Advantages compared to real hardware:

ÅTest configuration is done automatically by loading XML or Python file

ÅTest cases have at all times the same result

ÅSimulation model improves observability, controllability and debugability

o Test Host can control the application 

o Step by Step execution and breakpoint setting

ÅSimulation is faster than real time

ÅAutomation of case execution is much easier

 Disadvantages compared to real hardware:

ÅAdditional effort for virtual environment development

ÅAccuracy leak due to the high level of abstraction

o Will be improved in the near future

ÅSpecified cases are not executable on real hardware

o Will be implemented in the future

Advantages and Disadvantages
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Thank you very much for your attention


